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Abstract

Purpose – The purpose of this paper is to report the findings and lessons learned from a case study
that is based on Alibaba’s business-to-business (B2B) fraud in China. The influence of such incidents
and post-hoc solutions are research worthy in today’s booming digital business world.

Design/methodology/approach – The paper uses a case study approach and practice-driven
method that rely on user behaviors, corporate policies, and financial data. The taxonomic framework
of online fraud and corresponding countermeasures arise from digital forensic reports, policy reviews,
data analysis, and a literature review.

Findings – The key findings are indigenous to the Chinese B2B landscape, yet they help
international stakeholders understand and address fraudulent issues. The paper finds beside the
traditional customer-based account signature, internal employees must be assigned their own
signature systems to track malicious activities. Meanwhile, digital signature systems can be enhanced
by reducing the record inter-arrival time. Policy revisions are proposed to (e.g. offshore companies)
lead to the decrease in the number of fraudulent incidents.

Originality/value – The paper extends existing understanding of online fraud by studying a
Chinese case. The findings are timely and based on real world experience. Actual practices are
discussed and evaluated. A range of fraudulent activities is reviewed in a comprehensive framework.
The findings are important due to the public exposure and wide implications of such an incident. Also,
this study reveals that fraud protection is an on-going effort requiring a triangulation of technical
artifacts, policy management, and operations management.

Keywords Online fraud, E-commerce security, B2B, Internal threat, Alibaba, Cyber crime, Crimes,
Electronic commerce, China, Fraud
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Introduction
Trust, the cornerstone of online trading, is constantly challenged by various means. It is
nothing new to say that online fraud is an important, yet loathed, phenomenon in our
e-commerce society. A surge of online fraud and consumer deceptions have
accompanied the proliferation of electronic business (Xiao and Benbasat, 2011).
According to the Internet Crime Complaint Center (IC3), a government agency that
continuously monitors the development of internet-related fraud complaints, online
fraud is a multi-billion dollar global “business.” The Association of Certified Fraud
Examiners (ACFE, 2010) reported that US companies would lose an estimated 8 percent
of their annual revenues to fraud. A typical wire transfer fraud is estimated to cause
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financial losses averaging $100,000-200,000 per victim (McGlasson, 2010). The form of
online fraud also continues to change. As pointed out by RSA, the Security Division of
EMC Corporation, online fraud rings have evolved to match those of the legitimate
business paradigm. They provide “fraud-as-a-service,” which is a highly automatic,
easy to use process that enables people with little knowledge and skills in computer
networking and programming to commit fraud (RSA, 2010).

The current literature of online fraud covers a wide variety of fraud detection methods
and designs, including organizational auditing, data mining applications, and neural
network-based predictive tools (Kochetova-Kozloski et al., 2011; Adepoju and Alhassan,
2010; Edge and Sampaio, 2009; Viaene et al., 2005; Rotem, 2011; Choo, 2011; Owhoso and
Weickgenannt, 2010). Although prior research has investigated multiple levels of fraud,
such as at the corporate level (Mieke et al., 2010), the individual level (Sadan and Schwartz,
2010), the financial sectors (Reffett, 2010), tax auditing (Tomasic, 2011), and social issues
(Laufer and Betzer, 2010), more research is needed to provide insights on internal threats
and practice-driven studies (Choo, 2011), which are valuable for establishing real time,
effective, and interactive preventive strategies against e-commerce fraudulent activities.

Our study provides original value to the literature and practice in several ways. First,
indigenous practices are discussed and evaluated. Second, as rogue insiders have
become an increasingly popular cause of today’s e-commerce frauds (Boss et al., 2009),
our study propose solutions to such issues. Third, the purpose of fraud predictive
techniques covered by prior research is to pinpoint or classify whether an instance is
fraudulent or not, however, our study focuses on a real world incident, and we believe
that descriptive case analysis is a suitable and more appropriate method for this
research. The descriptive case analysis provides us with insights on the comprehensive
scope of observation beyond the single concern – fraudulent or not. As a
well-established research approach (Lee, 1989), descriptive case analysis brings us to
an understanding of a complex issue by emphasizing detailed contextual analysis. This
paper also provides an understanding of indigenous Chinese business-to-business (B2B)
issues that stakeholders need to address. China has been experiencing rapid economic
growth and an unbalanced development of information communications technology
(ICT). These digital gaps are conspicuous in Chinese society, resulting in an unequal
access to information. For example, local businesses in rural areas, where high speed
internet is not available, can be victims of identity theft. Malicious vendors who have
better access to information may commit fraud with stolen identities, making crime
investigation difficult if not impossible. Meanwhile, service providers including Alibaba
have been relying on non-ICT methods (e.g. door-to-door interviews) to acquire
customers in rural areas. Although effective, such methods allow rogue insiders and
malicious vendors to collaborate in fraudulent crimes. A lack of legislative protections
for online traders also leads to the proliferations of e-business fraud in China. Therefore,
deeper insight is needed to uncover the intrinsic factors that are part of the scam.

This study aims to provide practice-oriented suggestions (e.g. account signature
updating) for both scholars and practitioners to better understand and execute
countermeasures of e-commerce fraud. The context of this study is specific to online B2B
platforms, an area that suffers significantly from fraudulent activities and financial
losses. Based on the investigation of frauds at Alibaba, the authors attempt to address
several issues in the following areas: member screening processes, internal controls, and
collaboration with government agencies. In addition, this paper proposes a taxonomic

Lessons learned
by a Chinese

B2B mogul

349



www.manaraa.com

framework that comprehensively illustrates and categorizes the most recent
developments of fraudulent crimes in Chinese B2B markets. This paper also depicts a
typical fraud ring that has damaged the reputations of many legitimate electronic
businesses. Finally, our study suggests remedial measures and lessons learned that
have yielded initial promising results.

In the following sections, we explain the background of Alibaba, the latent fraudulent
clusters, the forensics data, the compromised loopholes, the post hoc measures, and the
evaluations. Although our study is practice-driven, it can be utilized to provide a
theoretical grasp of the B2B phenomenon of fraud by identifying the motivations and
opportunities for committing fraud, and by providing the various avenues for fighting it.

Backgrounds
With the gradual recovery of the Chinese economy and supportive government policies,
the Chinese online B2B markets are booming. Currently, over 10,000 B2B web sites are
operating, and the daily updates of product information exceed three million items.
Alibaba Group Ltd, founded in 1999, is undoubtedly the largest internet trading
company in China. It has been recognized by Forbes magazine as the “World’s Best B2B
Platform” for six consecutive years. Its founder, Mr Jack Ma, was the first Chinese
entrepreneur in 50 years to appear on the cover of Forbes magazine.

The Alibaba Group includes seven companies and other affiliated entities:
Alibaba.com, a B2B e-commerce platform for small businesses; Taobao Marketplace,
a C2C platform for customers; Taobao Mall, a B2C platform; eTao, a comprehensive
shopping search engine; Alibaba Cloud Computing, an advanced data-centric cloud
computing service; China Yahoo!, an internet portal; and Alipay, a trusted third-party
online payment platform. Among these, the B2B platform is the most popular among the
small businesses around the world.

Alibaba.com provides software, technology, and services that connect small
and medium-sized buyers and suppliers, as well as internet content, advertising,
business management software, and internet infrastructure services. Alibaba attracts
and matches buyers and suppliers around the world to do business through their
three online marketplaces: a global trade platform (www.alibaba.com) for international
importers and exporters, a domestic platform (www.1688.com), and a transaction-based
wholesale platform on a global site (www.aliexpress.com). With these three
marketplaces, Alibaba proudly boasts a community of around 72.8 million registered
users in more than 240 countries and regions; offices in more than 70 cities across China,
India, Japan, Korea, Europe and the USA; and over 23,000 employees around the world.

Discovery and investigations of the fraud
Despite the continuous efforts of online fraud mitigation, criminals react and adapt at an
incredible speed, as Figure 1 shows. When facing state-of-the-art security protocols and
countermeasures, criminals adapt by seeking a different approach to committing fraud,
as demonstrated in the Alibaba B2B fraud case. The Alibaba Company first found a
surge in the number of fraud complaints toward the B2B marketplace in October 2010.
An internal investigation immediately followed, and they discovered that more than
1,000 fraud cases had been reported in both 2009 and 2010. Further investigation was
conducted and revealed the pattern of the fraud and was able to pin down a group
of suspicious sellers. A case was then filed with the Hangzhou Police Department
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in February 2011. With the full cooperation and support of Alibaba and the dedication
of the Chinese police force, this international criminal case, involving more than
$6.6 million, was solved within two months. By April 11, 2011, 36 suspects were detained
and all 19 major suspects were arrested.

According to the Wall Street Journal (2011):

[. . .] police in eastern China have detained 36 people in an investigation of fraudulent listings
on online trade platform Alibaba.com Ltd, the latest development in a scandal that triggered
an overhaul at Chinese largest e-commerce company and the departure of its chief executive.

In this incident, more than 100 sellers’ accounts were created using false personal
and business identities. The criminals allegedly collected about $6.6 million from the
victims through international money mules without actually shipping the promised
products.

More than six gigabytes of digital forensics data were collected, and over 130 bank
accounts were revealed to be associated with the Alibaba B2B fraud perpetrators.
Victims were primarily from North America (Figure 2) and they were attracted to the
fraudulent suppliers due to the low prices and the trustworthy status, Gold Supplier,
assured by Alibaba.com. Fraud perpetrators obtained Gold Supplier certificates through
rogue insiders by offering financial returns. Such an issue calls for both service
agreement revisions and enhanced internal controls. Meanwhile, over 100 of Alibaba’s
sales representatives, out of the sales workforce of 5,000, were fired for their alleged
involvement in the fraud (BBC News, 2011). Those sales representatives were found to
have colluded with more than 2,300 sellers to create fraudulent listings and to allow
those sellers to trade without proper authentication and verification measures. This
incident reveals the lack of ethical conduct from the insiders and the dark side of the
e-commerce markets in China.

Moreover, through cracking this case, Chinese police found that criminals have
formed an underground fraud ring, or fraud-as-a-service, to commit frauds across
various e-commerce platforms. The illegal services included trading platform accounts,

Figure 1.
The development lifecycle

of fraudulent activities

Modified
Fraudulent
Methods

Protocol
Development

New Security
Protocols

New Pattern
Identified

Source: Adapted from Edge and Sampaio (2009)
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trading fake identifications, opening fraudulent bank and communication accounts,
facilitating the deposit and withdraw of fraudulent funds, etc. As the framework
in Table I indicates, there is a wide range of fraudulent activities plaguing the landscape
of Chinese e-commerce. We believe that if these activities are not well controlled, they
will not only damage the Chinese online marketplaces, but they will also negatively
impact the global online environment. From this incident, we see a call for global
cooperation to fight these crimes.

Findings and lessons learned for fighting B2B fraud
Although new patterns of fraud continue to rise, most incidents today are simply
“the same wine with a different bottle.” Currently, utilizing a combination of tricks to
target a large uninformed audience, the criminals still successfully manage to pull off
some of their schemes. The data collection and analysis in this study is mainly post hoc.
Most data come from industrial reports by Alibaba and the online fraud literature. Using
a method of content/context analysis, we have discovered the following findings. First,
compared to the USA, China has a significantly lower rate of reported fraud complaints.
The USA has been ranked the number one nation for receiving the most individual
complaints of online fraud, followed by Canada, the UK, and Australia (IC3, 2011).
However, this lower rate should not lead to the conclusion that the Chinese online trust
system is better. This lower rate can be attributed to the infancy of Chinese e-commerce
penetration and the lack of awareness of the available online fraud protections. Second,
the most effective B2B frauds appear to have the following common characteristics:
highly mobile teams, a small scale of personnel, a clear segregation of functional units,
and cross region/country operations. Third, there is a lack of account profiling systems
(e.g. digital signature driven profiles) based on employees’ work behavior at Alibaba,
thus creating a loophole for rogue insiders to bypass organizational policy to assist in
fraud. There is a lack of non-repudiation features in the old security system, and such a
limitation was exploited by perpetrators in Alibaba’s case. Fourth, compromised
insiders have definitely become a significant enabler in today’s digital crimes. Fifth,
online fraud cannot be eradicated through the use of technology alone. The concept

Figure 2.
The global reach of
Alibaba B2B fraud

Victims

Perpetrators
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A taxonomic framework

of major Chinese B2B
fraudulent activities
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of the digital certificate, such as the Gold Membership, was introduced to Alibaba’s
trading system when the company was first founded, yet, it was easily manipulated by
rogue insiders. Although the dual signature system (e.g. a digital signature system
tracking behavior of both employees and clients) suggested by this study is argued to be
a viable solution, managerial intervention cannot be overlooked.

The B2B frauds have evolved into a highly profitable sector that requires specified
knowledge and training. According to the investigation, the perpetrators of Alibaba
fraud have at least bachelor degrees, are savvy in computer/network technologies, are
fluent in multiple languages, and are well organized into teams. As Figure 3 shows,
perpetrators took advantage of the loopholes in the signature system, the bank account
management system, computer networks, and insider incentives, to lay the foundation
that support their fraudulent schemes. Without the help of those insiders, even though
the fraud might still be able to be successfully committed, it would be with much
greater difficulty.

Many issues have been discovered inside Alibaba, and important lessons could be
shared amongst stakeholders. In general, these lessons are divided into two sectors:
before transaction and after transaction:

(1) Pre-transaction activities:
. Establish and enable profile-based signature system for employees.
. Cross reference the behavioral models of customers, members, and employees.
. Strengthen member admission policy. Screen out unreliable vendors.
. Strengthen hiring process. Establish reference-based network for sales

representatives.

(2) Post-transaction activities:
. Timely update employee and member signatures with new transcations.
. Cross reference with blacklist database on regular basis.
. Mitigate insider threat by motivating and educating employees about

business ethics.

Figure 3.
How Alibaba scam works

Fraudsters Registered
in Alibaba Website

• Identity Theft
• Forged IDs
• Trojan Horse
• Account Purchase
• Off-Shore Delegates
• Shell Companies

• Establish contacts
   with foreign victims
• Spear-phishing
• Spam
• Unsolicited ads

• Create multiple
   bank accounts by
   forged/stolen
   identifications
• Hire money mules
• Money laundry

1
2

3

4

Insider Collusion

Rogue Insider
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. Eliminate members with negative indicator (e.g. fraudiness score) of fraudulent
activities. The indicator typically includes both qualitative and quantitative
measures; both should be evaluated thoroughly prior to decision making.

In this way, a sequence of activities can be presented. For example, establishing
profile-based signatures of employees should occur prior to that of customers. A black
list of malicious vendors should be developed by cross checking member’s behavioral
models. Further, since many fraudulent activities are well prepared prior to business
transactions, pre-transaction actions should focus on preventive measures that mitigate
the possibility of malicious member vendors. As a result of this incident, Alibaba has
raised the standards for the approval of suppliers by enforcing an enhanced Gold
Suppliere Service Agreement. New digital verification and authentication systems are
being used along with a new supplier validation process, which requires staff to visit and
interview off-site stores on a regular basis. Combined with employee-side internal
controls, enhanced validation procedures minimize the possibility that malicious
vendors can collaborate with rogue employees to obtain unauthorized Gold Supplier
certificates. Alibaba’s remedial measures also need to include signature monitoring
procedures to develop a pattern-based data network that not only tracks the behavior of
the members, but also the actions of employees who constantly interact with e-vendors.
In this way, a stronger non-repudiation feature of the security measure is strengthened.
Post-transaction, on the other hand, focuses on data collection and analysis for
generating a behavioral pattern of stakeholders. Aside from the technical aspects of the
countermeasures, traditional methods of workshops, focus groups, and field studies can
be used to promote the awareness of business ethics amongst internal employees.

More specifically, practitioners should adhere to the suggestions in these two domains:
practice development and stakeholder management. The second domain is directly
influenced by the first one through IT activities, performance metrics, internal controls, the
Central Intelligence Agency (CIA) and strategic concerns (Table II). Investment in IT
solutions has become a common resort in today’s business environment. As discussed
earlier, signature models have been proven to be an essential avenue in predicting malicious
behavior (Edge and Sampaio, 2009). These models can play an active role in B2B
transactions to protect the interests of legitimate stakeholders. It is suggested in this paper
that signatures must be adopted by both member vendors as well as employees. Rogue
insiders could generate income by selling unauthorized digital certificates, Golden Member
for example, to otherwise disqualified vendors, who conduct fraudulent activities to obtain
financial gains. Confidential data, such as contact lists, could be traded by employees to
fraud perpetrators for social engineering attacks and identity thefts. If employee-side
signature is enforced, their behavior would be tracked and monitored. Studies have shown
that employees will follow protocols more effectively if they think they are watched.
Another noteworthy issue lies in the strategic concerns of Alibaba. A more rigorous
entrance standard set for the suppliers might lead to a short-term reduction in revenue and
sales volume; however, ethical integrity and a good company reputation will pay off in the
long run, as indicated by previous studies. Leading by example and setting a higher
standard for the industry should be the pioneer’s mission. In fact, Google is trying to expand
its B2B sector that competes with Alibaba, which is pushing the Chinese B2B giant to
strengthen its consumer trust (BusinessWeek, 2011). In response to the scam complaints,
Alibaba has established a compensation mechanism that aims to promote trust in the site
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and to alleviate customer’s losses. So far a total of $2 million in compensation has been
given to Chinese and international victims of this B2B fraud incident. More compensation
will follow. Meanwhile, a call for government intervention is necessary in both the short-
and long-term strategic plans. The very action of Alibaba to involve the government in the
investigation led to the success of the investigation and a timely halt of the criminal
activities. Practice development and stakeholder management were compiled and reviewed
after the incident. Table II is rooted in two suggested changes that aim to fix the flaws in
Alibaba’s original B2B infrastructure: stakeholder’s signature and insider threats.

Meanwhile, Alibaba has provided practical guidelines to its customers. Many online
educational materials, including online news, forums, and videos, can be freely accessed

Characteristic Practice development Stakeholder management

IT activities Designing, acquiring, building,
enhancing, and maintaining signature
score information systems for internal
employees, members, and customers

Establish strategic alliances with third
party organizations (e.g. ChinaNet110)
Create and share violators’ signature
with business justice entities
Develop partnership with Chinese B2B
research center

Performance
metrics

Adding signature-based scores to
gauge employee reactions to policy
changes

Diversify incentive mechanisms by
incorporating clean fraudiness score
Evaluate both quantitative and
qualitative performance measurement
Offer ambitious yet reachable sales
thresholds and bonus incentives to
representatives

Internal control
(employees)

Creating network of references. Adding
background check to hiring process.
Monitoring employee behavior through
objective/subjective measurements

Require insider employees to comply
with pre-incident planning and
communications
Provide continuous support to internal
threats management
Perform onsite tasks that require
processing granularity
Regulate and monitor transaction rate
b so as to enforce accurate signature
update

Confidentiality,
integrity, and
availability

Offering third party payment
protection programs (e.g. AliPay).
Outsourcing data cryptography and
backup services. Applying corporate
intranet/extranet security solutions

Build blacklist database for suppliers,
members, and customers
Limited to development stakeholders
Broadly concerned with access control
to physical devices, data, and operating
systems

Strategic concerns Forbidding the registration of off-shore
delegates. Forbidding personal
membership. Enforcing more rigorous
entrance barrier. Forbidding re-
assignment of active contracts that do
not terminate with natural or legitimate
causes. Providing insurance plans as
damage control approach to mitigate
the impacts of fraudulent activities

Monitor account activities to avoid
identity theft or replication
Restrict contract auctions
Require authentications to every
legitimate online supplier
Regulate advertisement publishing and
information disclosure
Promote the awareness and
understanding of tightened
membership management

Table II.
Post-incident practice
development and
stakeholder management
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by buyers and sellers to enhance their knowledge. Specific guidelines and advice on how
to protect oneself are also offered, such as the following: be wary of extremely low prices;
view sellers’ credit and the quality of goods before making a purchase decision; use safe
Paypal and U Shield, etc. as payment instruments; protect personal identification
numbers, account numbers and passwords, and other private and important
information; and avoid the use of internet cafes and other public access points to
conduct e-commerce related activities. With the assistance of law enforcement entities,
Alibaba’s post hoc remedies appear to be effective. Alibaba fraud complaints have been
reduced nearly 70 percent and the number of malicious vendors is down to a single digit.

Signature models
Account profiling has been widely utilized by financial sectors, credit unions, and
government agencies, largely due to its straightforward threshold values and process
granularity. Customer signatures are often analyzed to track legitimate account
activities through behavioral variables that reflect updating transactions, which in turn
can be used to sketch a pattern of user behavior. When Alibaba’s employees try to
acquire new service subscribers in rural areas, a traditional onsite “door-to-door”
method is used. Such a method creates potential problems. For instance, in order to make
more commission by acquiring new subscribers, employees loan or sell digital
signatures of premium memberships to vendors who are not qualified to own such titles.
On the other hand, vendors may conceal important information (e.g. debt-to-asset ratios)
from Alibaba to avoid inspection. A client-side signature has been widely used by
today’s e-business providers, including Alibaba, however, a lack of internal controls has
been proven to be effective at jeopardizing the entire system. In a legitimate digital
signature system, internal employees may hijack the authentication mechanism and
profile screening process. Therefore, we propose an approach (e.g. a dual signature
system) that utilizes a digital signature to monitor not only clients but also employees.

Signatures are mostly generated through linear programming or regression models,
such as Cahill et al. (2000), Ferreira et al. (2006) and Cortes and Pregibon (2001). Take
Ferreira et al. (2006) as an example (Figure 4), St11 is the new signature while St is the
current signature. b allows us to evaluate the effect of new actions Pc on the existing
signature value (St). b and (1 2 b) are assigned weights of the old signature score St
and the newly occurred transaction (Pc). Given the values of b, one can determine how
fast the old data become expired. Cahill et al. (2000) (Figure 5) proposed a probability
model that is capable of predicting the chances of having a fraudulent account. The
model indicatesF as the fraud signature andA as the account signature, thus generating
an indicator for suspicious instances that appear unexpected under a normal account but
expected under a fraudulent account. Cortes and Pregibon (2001) further suggested a

Figure 5.
Probability of new account

behavior estimate by
Cahill et al. (2000)Cn+1 = log(F(Xn+1)/An+1(Xn+1)) Pc

Figure 4.
A linear weighting

function by
Ferreira et al. (2006)

St+1 = b. St + (1 – b). Pc
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model to determine significant deviation within customer signatures that may represent
a fraud, as shown in Figure 6.

Practice wise, a common pitfall of account profiling is the over reliance on digital
signatures. In fact, signature systems require accurate and consistent human
interventions in order to be effective. It must be kept in mind that several inputs of
the model come from business processes and rules, which are highly dependent on
human interventions. Human observation and interference should not be taken lightly.
Constant efforts must be ensured in the processes of transaction updates and score
calculations. For example, b can be determined by an experienced data analyst or a
project supervisor, but it can also serve as a dependent variable in the function of the
record inter-arrival time. Therefore, the smaller the interval, the more agile b yields,
which relies on the frequency of observations by internal employees. In Alibaba’s case,
a monitory system can be used to enforce a minimal time interval of record entry.

There is a variety of signature products in the market. Each company may adopt
what seems to have the best fit. The above examples illustrate how internal controls can
be strengthened by using employee-side signatures, which require constant human
interventions. The behaviors of employees must be monitored, although with different
standards, along with the clients. Doing so could mitigate the chance of joint fraudulent
activities by both insiders and vendors.

Insider threats
Empirical findings have been made in previous studies on how internal threats are
compromising corporate IT security (Boss et al., 2009; Hu et al., 2007; Dhillon, 2001). In
the Alibaba incident, the rogue insiders from sales departments hijacked the validation
process of off-site vendors by taking commissions from outside perpetrators. More than
100 sales representatives were directly involved with fraudulent operations, such as
admitting members without background checks, releasing confidential information to
perpetrators, and forging fake documents of lost merchandise. Therefore, a diversified
strategy must address insider threats from both the technical and non-technical
perspectives, as indicated in Table III. A critical finding lies in the signature loophole of
Alibaba’s authentication system, which did not incorporate an employee signature
model. Hence, we suggest a dual signature system that counteracts daily changing
fraudulent schemes in the Chinese B2B landscape. As many studies pointed out,
individual perceptions of the required controls (e.g. a behavior-based signature) are a
significant part of information security management (Choudhury and Sabherwal, 2003).
Research also suggests that a lack of visual cues in communication leads to a higher
chance of successful frauds because people are more vulnerable to strategic
manipulation in a non-face-to-face interaction (Short et al., 1976). Today’s e-business
often requires minimal visual cues; instead, asymmetric communications including fax,
e-mail, and instant messaging are extremely popular. Such trends enable perpetrators to
customize their strategies to a wide spectrum of audiences, including insiders of
legitimate businesses. Therefore, internal controls must be updated on a regular basis.

An interesting phenomenon is that outside perpetrators are found to be well
educated and highly skilled in computer technology, foreign languages, and business

Figure 6.
Fraudiness scoring
model by Cortes and
Pregibon (2001)

 prob (customer signature)

prob (fraudster signature)
Fraudiness =
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management practices, whereas compromised insiders committed practices that
required little professional knowledge and training. According to the work by Boss et al.
(2009), employees tended to follow mandatory policies and security practices if they
perceived themselves to be monitored in a controlled environment. Such a notion, along
with the fact that most rogue insiders did not have a history of wrong-doings, leads to
our suggestion of adopting signature models for employees inside Alibaba.

Discussions and conclusions
This paper represents a necessary step toward a more empirical data driven study.
Further research can be done to explore the effectiveness of suggested strategies in a
longitudinal or cross-sector setting. In this study, we have investigated a recent Alibaba
B2B fraud incident, which has affected many buyers around the world and has resulted in
over $6.6 million in losses. Our study provides value to the academic literature and practice
by providing customizable policy suggestions, by re-evaluating the significant impact of
internal fraud, and by offering effective measures that can be applied to other B2B service
providers. We attempt to address the problem areas such as the member screening
processes, internal controls, and collaboration with government agencies. Lessons learned
from the incident yield practical advice about a company’s pre-transaction activities.
Companies should establish and enable a profile-based signature system for employees in
addition to its members; cross reference the behavioral models of customers, member
vendors, and employees; raise the admission standards of membership; keep close
relationship with the vendors and continuously monitor vendors’ statues, and strengthen
the hiring process by establishing reference-based networks for sales representatives.
About the post-transaction activities, the case of Alibaba illustrates that it is necessary to

Components of the
incident

Characteristics of inside
perpetrator Organizational response Implications

Most practices
required little
technical
sophistication

Unlike external
perpetrators, rogue
insiders are not
technology savvy

Revise business rules of
IT policy

Secure application
access from a full range
of users

Financial gain is the
most important
motivator

Most rogue insiders did
not have a history of
fraud or “hacking”a

Offset illegal financial
gain by better salary and
bonus

Although critical,
financial gain is not the
only motivation

Perpetrators
conduct planned
actions

Crimes are committed
during daily job

Design and communicate
incident response plan.
Perform real time monitor
for employees

Some perpetrations can
be prevented at early
stage

The demographics
of perpetrators are
heterogeneous

Insiders have diversified
social backgrounds

Suspicious actions can be
detected by various
methods and people

Encourage reporting
suspicious actions.
Common perception
may be inaccurate

Unauthorized
access to
applications

Most perpetrators
exploited non-technical
vulnerabilities such as
over-the-shoulder and
social engineering

Enforce internal security
policy or invite external
audit

Both technical/non-
technical personnel
must comply with
corporate IT policy

Note: aJustifying the adoption of employee signature score

Table III.
Insider threats of
Alibaba incident
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conduct timely updates of account profiles for both employees and members.
Cross references with updated blacklist databases are crucial countermeasures, which
keep buyers informed at the same time.

Another contribution of this paper lies in its disclosure of a common yet often
overlooked factor of Chinese online frauds – the customer acquirement strategy. Many
fraudulent incidents that we have witnessed in Alibaba’s case involved insider-vendor
collaborations. As previously mentioned, the digital gaps among business practitioners
may lead to under-the-table transactions, which should be prohibited by the electronic
information systems. Today, most B2B providers enforce client-side signature
authentication only. This paper, therefore, serves as educational materials to promote
practitioner awareness of rigorous signature systems for both employees and clients.

Meanwhile, the one thing that stands out from the case is the cooperation between a
company and the state government. Due to the nature and the size of the fraud ring, we
believe that a call for government intervention is loud and clear. Fighting the black fraud
ring markets cannot be accomplished by any individual company alone. Government
interventions, sometimes even international organizations’ interventions, are necessary
to establish better legal systems to keep up with the ever-changing innovative internet
crimes tactics. More effective law enforcement efforts to punish the offender and better
information systems to keep legitimate companies timely informed about the fraudulent
traders are in need. Fortunately, the Chinese Government is playing an increasingly
important role in mitigating e-business deceptions. The digital law enforcement units
were proven to be effective in Alibaba’s investigation, and the Chinese Government is
making commitments to start a database center to sort out legitimate companies.

In light of this, we suggest the following policy measures. First, a company should
establish and actively maintain a network of employee references, and it should include
background checks to the initial hiring processes. Doing so would allow firms to establish
a tracking mechanism of employees’ profiles and to enhance individual’s perceptions of
control. Second, firms should monitor employee behavior through objective and/or
subjective measures. A signature model needs to be adopted to constantly monitor traders’
behaviors and employees’ actions. This is important because joint frauds between insiders
and vendors are one of the most significant threats. Third, company policies need to spell
out clearly the requirements of employees, such as being compliant with pre-incident
planning and communications, providing continuous support for the internal threat
management, and performing onsite tasks that require processing granularity. Lastly, a
company should make a great effort to promote a better company culture and employee
loyalty. Better employee training and clear expectations for ethical business conduct
should be conveyed within the organization. Moreover, it has been indicated that higher
education does not equate with higher ethical standards. Most of the criminals in Alibaba’s
case possess at least bachelor’s degrees. Therefore, employee training must not overlook
the importance of ethics education within the company.
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